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[Your Agency or brokerage Name]
THIRD PARTY SERVICE PROVIDER policy

ADDENDUM TO CYBERSECURITY POLICY 
If your agency has already adopted a Cybersecurity Policy that does not contain policy language specific to your agency’s policies and procedures surrounding Third Party Service Providers, this addendum language needs to be added to your Cybersecurity Policy by March 1, 2019 to be in compliance with 23 NYCRR 500- New York’s Cybersecurity Regulation.
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 Third PARTY SERVICE PROVIDER SECURITY POLICY
This policy defines the minimum cybersecurity standards for Third Party Service Providers (TPSPs) and describes the process and procedures the agency will utilize to identify and assess risk of doing business with TPSPs.

The agency will adhere to the following policy to secure Nonpublic Information (NPI) held or accessed by TPSPs. 

The agency shall identify TPSPs that hold or have access to agency’s NPI. Once TPSPs are identified, the agency shall conduct periodic due diligence through Third Party Risk Assessments to determine the adequacy of the TPSP’s cybersecurity program. Third Party Risk Assessments shall accomplish the following:

1. Identify potential cybersecurity risks of doing business with identified TPSPs;

2. Assess and categorize the identified risk according to the agency’s adopted risk assessment criteria;

3. Decide whether to do business with the TPSP based on the assessment and categorization of risk by the agency;

4. The TPSP Risk Assessments shall be documented in writing.

 All TPSPs must adhere to the following minimum cybersecurity practices. The agency may impose additional requirements as it deems necessary. 


1. Use of appropriate access controls to limit access to agency’s NPI;

2. Notification to the agency within 72 hours of a Cybersecurity Event directly impacting the agency’s Information Systems or NPI held by the TPSP;

3. Regular cybersecurity awareness training of TPSP personnel;

4. Any other standards or practices required by state or federal laws.
For TPSPs that are Covered Entities under the 23 NYCRR 500 NY Cybersecurity Regulation, these additional minimum requirements may apply:

1. Encryption of agency’s NPI while at rest or in transit;

2. Use of multi-factor authentication when accessing agency’s NPI.
Due Diligence Process to Evaluate Adequacy of Third Party Service Provider Cybersecurity Practices and Adherence to Minimum Standards
To conduct business with the agency, the agency shall establish through its own due diligence that the TPSP employs practices and procedures designed to protect the agency’s NPI. The agency’s due diligence process may include all or parts of the following until the agency is satisfied that the TPSP meets or exceeds the minimum required cybersecurity practices defined in this policy:

1. Certification by the TPSP that its cybersecurity program meets or exceeds one or more of the following published standards of information/cybersecurity:

a. 23 NYCRR 500 (New York State Cybersecurity Requirements for Financial Services Companies)

b. ISO/IEC 27000 Family of Standards (International Organization for Standardization systematic approach to managing and securing sensitive company information)

c. SOC2/3 and/or SOC for Cybersecurity (Service Organizations Controls for Certified Professional Accountants)

d. NIST 7621r1 (National Institute of Standards and Technology - Small Business Information Security: The Fundamentals)

e. NIST CSF (NIST Cyber Security Framework)

f. OWASP (Open Web Application Security Project)

g. GDPR (European Union General Data Protection Regulation)


2. Certification that a recent (preferably within the previous 12 months) cybersecurity vulnerability assessment/audit of the TPSP’s information technology systems and/or relevant applications was conducted by a qualified party.


a. The results of the TPSPs vulnerability assessment shall indicate that it presents no vulnerabilities that expose the agency’s NPI or violate NY State law or that any such vulnerabilities have since been eliminated;


3. Agency review and acceptance of the TPSP’s representations and warranties that address the TPSP’s cybersecurity policies and procedures relating to the security of the agency’s NPI. Such TPSP policies and procedures may include but not be limited to: 
a. Access controls, including its use of multi-factor authentication, to limit access to relevant information systems and NPI

b. Use of encryption to protect NPI at rest and in transit

c. Notice to be provided to agency in the event of a cybersecurity event directly impacting the agency’s information systems or NPI.
Agency acknowledges that the cyber threat landscape changes over time. Therefore, agency shall conduct periodic risk assessments of TPSPs that are identified during the periodic Agency Risk Assessment process. 
Chief Information Security Officer and Use of Third Party Service Provider to Fulfill Agency’s Cybersecurity Obligations

The agency may utilize a TPSP to implement and enforce the agency’s cybersecurity program and polices, to serve as the agency’s Chief Information Security Officer, or both. When a TPSP is utilized by the agency to perform any of the aforementioned functions, the agency shall retain responsibility for compliance with NY State Law and shall designate a senior member employed by the agency to direct and oversee the TPSP. 

[END]
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TEMPLATE DISCLAIMER
Big I New York is providing this prototype third party cybersecurity policy solely as a tool to assist agencies and brokerages in creating a cybersecurity policy appropriate and customized for their agency or brokerage. This sample is not a substitute for agencies and brokerages independently evaluating any business, legal or other issues, and is not a recommendation that a particular course of action be adopted. State security breach notification and privacy laws, coupled with insurance laws and regulations, impose varying requirements on agencies and brokerages. Therefore, it is extremely important for agencies and brokerages to carefully review applicable laws and regulations in all jurisdictions where they do business in structuring their specific security policies. We have worked from the requirements in New York Regulation 23 NYCRR 500 in formulating this prototype third party cybersecurity policy, because the New York regulation imposes some of the most specific requirements. If specific advice is required or desired, the services of an appropriate, competent professional should be sought. Any agency or brokerage that uses this prototype agrees that Big I NY will have no liability for anything related to the use of this tool to create a third party cybersecurity policy or any issues that may arise related to the policy that is developed. 

Copyrighted material from the Agents Council on Technology (ACT) was used with permission to create this document.

Additional information may be found at BigINY.org/cyber.
Template provided by our association:  �











� See � HYPERLINK "https://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf" �https://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf� 


� See � HYPERLINK "https://www.iso.org/isoiec-27001-information-security.html" �https://www.iso.org/isoiec-27001-information-security.html� 


� See � HYPERLINK "https://www.aicpa.org/interestareas/frc/assuranceadvisoryservices/sorhome.html" �https://www.aicpa.org/interestareas/frc/assuranceadvisoryservices/sorhome.html� 


� See � HYPERLINK "https://nvlpubs.nist.gov/nistpubs/ir/2016/nist.ir.7621r1.pdf" �https://nvlpubs.nist.gov/nistpubs/ir/2016/nist.ir.7621r1.pdf�


� See � HYPERLINK "https://www.nist.gov/cyberframework" �https://www.nist.gov/cyberframework� 


� See � HYPERLINK "https://www.owasp.org" �https://www.owasp.org�


� See � HYPERLINK "https://eugdpr.org" �https://eugdpr.org� 
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